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Abstract—Deep neural network (DNN) inference relies heavily
on Tensor Core operations, which are vulnerable to transient
hardware faults in computation pipelines not protected by error-
correcting codes (ECC). Prior fault injection work has explored
both application-level and instruction-level effects on DNN ac-
curacy. However, existing application-level approaches support
only coarse perturbations and do not capture hardware execution
details, while instruction-level approaches lack application-level
context.

To address this gap, we propose TensorDynamic, an
application-aware instruction-level dynamic fault injection tool
for Tensor Core execution in DNN workloads. TensorDynamic
enables fine-grained fault injection into MMA (matrix-multiply-
accumulate) instructions during DNN execution. Across multiple
models, we show that, under the same error injection rate and
severity, application-level fault injection can produce substan-
tially different inference outcomes from instruction-level fault
injection. This result underscores the need for execution-aware
fault injection when evaluating DNN resilience on GPU Tensor
Cores.

Index Terms—DNN, Tensor Core, Fault Injection, Hardware
Resilience

I. INTRODUCTION

Deep neural networks (DNNs) are now widely used across
a broad range of applications, including safety-critical envi-
ronments where inference results directly influence real-world
decisions with consequential impacts [32], [37]. In such set-
tings, deviations beyond expected error bounds can have severe
consequences, making the robustness of DNN inference a first-
order concern. A prominent example is autonomous driving,
where Convolutional Neural Networks (CNNs) are extensively
used for real-time object detection and recognition [18]. In
these systems, perception outputs guide downstream planning
and control; therefore, unexpected accuracy degradation can
significantly impact system safety, particularly in scenarios
involving pedestrians or obstacles.

To meet the strict latency and throughput requirements
of DNN model inference, these models are often deployed
on high-performance GPUs that accelerate generalized matrix
multiplication (GEMM) using specialized hardware such as
Tensor Cores. While GPUs offer massive parallelism, they
are also susceptible to transient hardware faults, commonly
referred to as soft errors, which are exacerbated in auto-
motive operating conditions. Although on-chip memories are
often protected using error-correcting codes (ECC), the com-

pute pipelines, including Tensor Core units executing mixed-
precision GEMM operations, remain largely unprotected. A
single bitflip of an FP32 value stored in a Tensor Core
destination register, especially in the exponent field, can dras-
tically perturb GEMM outputs, propagate through subsequent
network layers, and ultimately degrade perception accuracy in
safety-critical tasks, such as pedestrian detection.

To study the resilience of DNN inference, prior work
has introduced a variety of fault injection frameworks span-
ning both application-level and instruction-level abstractions.
Application-level or software-level approaches emulate tran-
sient or persistent faults at coarse granularity, such as per-
turbing activation values or modifying weight tensors during
CNN inference. Notable examples include PyTorchFI [21],
TensorFI [6], PyTorchALFI [11], and MRFI [17]. While such
frameworks are flexible and easy to deploy, their reliance on
high-level abstractions fundamentally limits fidelity, as they
cannot capture the effects of GPU execution semantics.

In contrast, instruction-level or hardware-level fault injec-
tion frameworks operate at much finer granularity, model faults
more closely to the actual execution behavior of GPUs, and
enable the study of fault effects at the instruction and register
levels, which is difficult or impossible to represent using
higher-level software abstractions. Representative tools include
SASSIFI [14], NVBitFI [33], and domain-specific NVBitFI
extensions designed to study mixed-precision GEMM behavior
[9], [29]. However, existing hardware-level tools suffer from
important limitations in usability and flexibility, despite their
high fidelity. For example, previous work typically supports
only a single fault injection per experiment and lacks explicit
batch- and layer-level context, making large-scale, targeted
fault studies difficult to conduct.

Moreover, the relationship between application-level and
instruction-level fault injection for GPU workloads remains
insufficiently explored. Commonly used instruction-level fault
injection tools operate at the SASS level, lacking awareness
of high-level constructs such as ”layers” or ”kernels”, a
context that is critical, given the well-documented variance
in error sensitivity across different DNN layers [19], [25],
[36]. Conversely, while many application-level studies claim
to faithfully model hardware effects by introducing nominally
comparable bitflips, they do not systematically characterize
whether these high-level abstractions actually yield accuracy



Fault
Injector

Fault
Injector

(a) Application-level Fault Injection

Perturb Activation Values

Modify Weight Tensors
X

(b) Instruction-level Fault Injection (c) TensorDynamic (ours) 

Conv2D

BatchNorm

ReLU

Conv2D

BatchNorm

X

Conv2D

BatchNorm

ReLU

...
...

Fault
Injector

Bit�ips to 
Dst Registers

Fine-grained
Fault Injection

Batch idx

Layer ID

Kernel A

Kernel B

Kernel A

Kernel B

Kernel C

Kernel D

Kernel A
HMMA R0, R1, ...
IADD R4, R5, ...
LOP R6, ...
...
NOP

HMMA R0, R1, ...
IADD R4, R5, ...

Fig. 1. Comparison of fault injection methodologies. While traditional approaches separate hardware fidelity from semantic awareness, TensorDynamic unifies
them by enabling instruction-level faults to be targeted at specific application constructs, such as distinct layers and batches.

degradation profiles consistent with ground-truth microarchi-
tectural faults. Prior CPU-based cross-layer analysis showed
that higher-level fault injection can misrepresent the full-
system fault behavior [23]. In addition, Esposito et al. [8]
compare these abstractions to evaluate the efficacy of software
hardening strategies for GPU-based DNN workloads. How-
ever, the broader implications of this abstraction mismatch on
the baseline failure dynamics of safety-critical GPU workloads
remain underexplored. Figure 1 compares existing fault injec-
tion methodologies and shows how TensorDynamic bridges
semantic awareness and instruction-level fidelity.

Motivated by these gaps, we propose TensorDynamic, a
dynamic fault injection framework that enables instruction-
level error injection on GPU Tensor Cores while providing
fine-grained, application-aware control over fault placement.
Our work focuses on transient faults in Tensor Core-dominated
GEMM workloads, which constitute the performance-critical
backbone of modern CNN inference. TensorDynamic is built
on a SASS-level instruction instrumentation framework that
specializes in profiling and injecting faults into Tensor Core
MMA instructions, enabling precise control over kernel iden-
tity, instruction instances, and destination registers. Using Ten-
sorDynamic, we analyze how hardware-level faults propagate
through CNN inference, compare their effects with those
of software-level fault models, and evaluate whether high-
level injection techniques can reliably approximate low-level
transient fault behavior. Our goal is to establish a principled
understanding of fault injection abstraction fidelity for CNN
workloads on GPUs, thereby guiding the development of
accurate and trustworthy resilience evaluation methodologies
for safety-critical systems.

The contributions of our paper are summarized as follows:

• We characterize the fidelity gap between application-level
and instruction-level fault injection for CNN inference on
GPUs, showing that application-level tools consistently
overestimate model vulnerability.

• We present TensorDynamic, a dynamic fault injection
framework that enables fine-grained, instruction-level er-
ror injection on GPU Tensor Cores while providing
application-aware control over layer, batch, and kernel-
level fault injection.

• Based on our findings, we provide insights and guidelines
for designing accurate and trustworthy DNN resilience

evaluation methodologies for safety-critical GPU-based
systems.

II. BACKGROUND

A. Types of GPU Execution Errors

Modern GPUs are vulnerable to both persistent errors and
transient hardware faults. Persistent errors, such as stuck-
at faults, arise from permanent hardware malfunctions that
remain active once present and are typically associated with
long-term degradation mechanisms, including device aging
and wear-out [10], [12]. In contrast, transient hardware er-
rors—or soft errors, which are the focus of this work—can
arise from physical phenomena such as high-energy particle
strikes and electromagnetic perturbations [7], [29], [30].

Although these events do not inflict permanent physical
damage, they can induce data corruption at distinct stages of
the instruction pipeline. A fault may manifest during operand
fetch, where a bitflip causes a value to be read incorrectly
from the register file or memory system before computation.
Alternatively, the disturbance may affect the combinational
logic of the execution units (e.g., ALUs or Tensor Cores),
causing a logic upset during the arithmetic operation. Finally,
errors can occur during the write-back stage, where a correctly
computed result is corrupted as it is latched into the destination
register. Regardless of the specific pipeline stage, these faults
allow incorrect values to propagate silently through subsequent
execution.

The manifestation of transient faults depends on both their
location and timing, leading to different observable outcomes.
Silent data corruption (SDC) occurs when corrupted val-
ues produce incorrect outputs or degrade application-level
accuracy without triggering exceptions or crashes. Detected
unrecoverable errors (DUEs) occur when hardware or software
mechanisms detect faults, leading to program or system termi-
nation. In other cases, faults may be masked by microarchitec-
tural or algorithmic effects and produce no observable impact
on the final output. These outcome categories are widely used
in fault injection studies, as formalized in the prior work [14].
We focus on faults that visibly impact inference accuracy,
rather than benign errors masked by the system. Assuming that
ECC protects the memory and registers, we limit our scope to
transient execution faults. These occur specifically within the
unprotected combinational logic (e.g., ALUs, Tensor Cores)



or pipeline latches during active computation, corrupting data
”in flight” where storage-based protection mechanisms cannot
intervene.

B. Tensor Cores and HMMA Instructions

NVIDIA Tensor Cores are specialized hardware units de-
signed to accelerate dense linear algebra operations, par-
ticularly generalized matrix multiplication (GEMM), which
accounts for a significant portion of the execution time in many
deep learning workloads. Tensor Cores implement matrix-
multiply-accumulate (MMA) operations using a systolic-array-
like microarchitecture that enables high-throughput compu-
tation. At the assembly level, higher-level Tensor Core op-
erations are decomposed into warp-level MMA instructions,
such as HMMA in NVIDIA SASS. These instructions are
executed collectively by a warp to perform fixed-size matrix
multiplication and accumulation.

Large GEMM operations are decomposed into smaller tiles,
distributed across thread blocks, and scheduled to multiple
streaming multiprocessors (SMs). Each thread block cooper-
atively loads input tiles from memory, and warps within the
block execute MMA instructions to compute partial results
that are accumulated into destination registers. Due to this hi-
erarchical tiling and accumulation process, faults occurring in
Tensor Core execution, particularly within MMA destination
registers, can propagate across multiple output elements and
subsequent layers, making Tensor Core computation a critical
target for resilience analysis.

III. MOTIVATION

A wide range of fault injection techniques has been pro-
posed to emulate errors in GPU execution to study the
resilience of DNN workloads. Existing approaches broadly
categorize into application-level fault injection, which perturbs
values exposed at the ML framework level, and instruction-
level fault injection, which targets hardware-visible operations
and values using low-level instrumentation. While both ap-
proaches aim to approximate the effects of transient hardware
faults, they differ significantly in fidelity, controllability, and
scalability, leading to an incomplete and sometimes misleading
understanding of DNN robustness on modern GPUs.

A. Application-Level Fault Injection

Application-level fault injection frameworks, such as
PyTorchFI [21], TensorFI [6], PyTorchALFI [11], and
MRFI [17], emulate hardware soft errors by perturbing neural
network tensors during execution. These tools are typically
built on top of popular deep learning frameworks, such as
PyTorch [24] and TensorFlow [1], and often modify neuron
activations or intermediate tensors dynamically during the
forward pass. A common approach attaches forward hooks
to selected layers, intercepting output tensors at runtime and
corrupting values according to predefined error models (e.g.,
bitflips or random value replacement), without altering the
network structure. Alternatively, layers may be wrapped to

recompute their outputs using uncorrupted inputs and param-
eters, followed by controlled perturbations applied directly to
the resulting tensors. Despite architectural differences, both
approaches inject faults at the same granularity by modifying
complete tensor values after layer computation completes.

Although application-level fault injection is convenient and
well-suited for large-scale experimentation, it abstracts away
critical details of GPU execution. Because faults are intro-
duced only after a layer’s computation has finished, these
approaches can ignore the fragmented accumulation behavior,
warp-level execution semantics, and data layout characteristics
of Tensor Core MMA operations. In particular, injection
occurs after high-precision accumulation rather than during
mixed-precision arithmetic within the Tensor Cores. As a re-
sult, application-level perturbations may amplify error effects
and produce failure modes that do not accurately reflect how
transient faults propagate during actual Tensor Core execution,
potentially overstating model vulnerability.

B. Instruction-Level Fault Injection

Instruction-level fault injection approaches aim to model
transient hardware faults more faithfully by operating directly
on GPU machine instructions. Tools such as SASSIFI [14],
built on the SASSI [31] framework, and NVBitFI [33], based
on the NVBit [34] dynamic instrumentation framework, in-
ject faults at the SASS level during execution. More recent
extensions of NVBitFI [29] enable warp-level value modifi-
cation and fault injection into Tensor Core operations, while
MPGemmFI [9] focuses specifically on injecting errors into
GEMM workloads.

Despite their higher fidelity, existing instruction-level tools
exhibit important limitations. Most inject only a single tran-
sient fault per program execution, typically targeting one
instruction instance per run to avoid fault interactions. How-
ever, CNN inference workloads execute hundreds of GEMM
or convolution kernels per inference, requiring an equivalent
number of full program executions to observe statistically
meaningful output deviations. For example, MPGemmFI must
repeatedly re-execute the application with different injection
sites to achieve sufficient fault coverage. This approach results
in high runtime overhead, making large-scale resilience studies
prohibitively expensive.

Furthermore, despite the repetitive structure of CNN infer-
ence, where the same Tensor Core kernels are executed across
layers and batches, existing tools provide limited application-
level control. Users cannot directly specify semantically mean-
ingful injection targets, such as a particular DNN layer or
batch index, even though prior work has shown that fault sen-
sitivity varies across different layers [19], [25], [36]. Instead,
fault injection requires manually identifying the corresponding
kernel and instruction identifiers, a labor-intensive process
that complicates layer-wise vulnerability analysis and limits
usability.

For example, targeting a semantically meaningful layer with
NVBitFI requires users to translate high-level intent manually
(e.g., ”Batch 2, Layer 4”) into a low-level kernel invocation



## Manual NVBitFI workflow for injecting
## fault into Batch 2, Layer 4
# 1. Profile execution:
# volta_hmma_gemm executes 50 times per batch
# 2. Compute global invocation index:
# (batch_id * kernels_per_batch) + layer_id
# = (2 * 50) + 4 = 104
# 3. Configure NVBitFI with the raw index
export NVBITFI_KERNEL_NAME="volta_hmma_gemm"
export NVBITFI_INJECTION_KERNEL_INSTANCE=104

Fig. 2. Illustration of the multi-stage effort needed to apply instruction-level
GPU fault injection to DNN execution, from high-level semantic selection
(layer/batch) to low-level injection site identification.

index. This process, as illustrated in Figure 2, involves pro-
filing the workload to determine the global execution order
of kernels and then calculating the exact instance number
corresponding to the desired layer. The resulting configuration
is both labor-intensive and sensitive: any change in model
structure, batch size, or kernel fusion alters the execution order,
invalidating previously computed indices and forcing users to
re-profile and recompute injection parameters from scratch.

C. Bridging the Gap between Application- and Instruction-
Level Fault Injection

Application-level and instruction-level fault injections,
which operate at different abstraction levels, are both used
to evaluate the reliability of DNNs. Ideally, both approaches
should yield similar results, as they aim to model the same
hardware faults. However, there is a clear difference between
modifying mathematical tensors and flipping bits in hardware
registers. It is underexplored whether these distinct methods
yield consistent failure assessments or whether the choice of
abstraction level affects observed model resilience.

The current literature largely treats these abstraction levels
as independent domains, failing to systematically characterize
their correlations. This separation creates a dangerous trade-
off between fidelity and interpretability. Application-level in-
jection provides high semantic clarity, enabling researchers to
target specific logical structures (e.g., layers, channels). Still,
it often relies on hardware-agnostic fault models that may
not accurately reflect how microarchitectural faults manifest.
Conversely, instruction-level injection provides high hard-
ware fidelity but suffers from contextual blindness; without
a mapping to high-level structures, it is difficult to determine
whether a corrupted register corresponds to a critical weight,
an insignificant activation, or a control-flow variable. Conse-
quently, relying exclusively on either approach risks producing
misleading robustness evaluations—potentially overestimating
safety in critical systems, such as autonomous driving, by
missing vulnerabilities that manifest only at the intersection
of hardware execution and software logic.

Hence, an accurate reliability analysis requires a unified
fault injection framework that reconciles instruction-level re-
alism with application-level semantics. By enabling hardware-
level faults to be injected within the execution boundaries of
specific application constructs (e.g., a target layer, batch, or
tensor operations), researchers can isolate the hardware origins

of application-level failures and move toward a principled
understanding of how faults propagate through the software
stack.

IV. TENSORDYNAMIC: SASS-LEVEL TENSOR CORE
FAULT INJECTION

We introduce TensorDynamic, a comprehensive framework
for analyzing Tensor Core reliability via direct SASS-level
instrumentation. To address the trade-off between profiling
precision and experimental throughput, the framework sup-
ports two distinct workflows: a conventional static injection
flow and a dynamic injection flow. The dynamic workflow
is used as the primary evaluation methodology in this work
because it enables high-throughput fault injection without
requiring offline profiling. A detailed comparison of the two
workflows is provided in Table I.

In the static workflow, we provide two discrete tools:
tensor_profiler and tensor_injector. The pro-
filer first executes the application to locate dynamic HMMA
(Half Precision Matrix Multiply-Accumulate) instructions and
record their execution coordinates. Subsequently, the injector
uses these coordinates to perturb the destination registers
of specific HMMA instances during a replay run, applying
configurable fault models such as bitflips or value scaling.

To overcome the latency inherent in multi-pass profiling,
we introduce the dynamic workflow, which unifies profiling
and injection into a single kernel execution. Unlike the static
approach, which requires an offline global instruction profile,
the dynamic mode identifies HMMA kernels at runtime. It
utilizes a frequency-guided kernel sampling mechanism to
select representative kernels and targets the first N thread
instances of relevant instructions. Faults are injected into the
destination registers immediately after identifying the injection
sites. This design eliminates the overhead of pre-profiling,
enabling high-coverage injection campaigns that are tightly
aligned with the real-time execution patterns of Tensor Core-
accelerated CNN inference.

A practical use case enabled by the workflow in Fig-
ure 3 is layer-wise vulnerability analysis [25], [36]. A re-
searcher first maps DNN layers to specific kernel ranges (e.g.,
layer1.0.conv1 to [210, 220]). Using the boundary con-
figuration, TensorDynamic restricts fault injection exclusively
to kernels within the target layers and performs multi-fault
injection across different batches within a single execution.
This mapping allows researchers to rapidly sweep through
layers—injecting faults into ”Layer X” in one run and ”Layer
Y” in the next—to quantify how error sensitivity varies
by depth. TensorDynamic automates the workflow shown in
Figure 2, enabling efficient sensitivity analysis that correlates
specific architectural features of layers with the final accuracy
degradation.

A. Design Objectives

TensorDynamic was developed to satisfy four methodolog-
ical requirements essential for the trustworthy analysis of
transient hardware errors in Tensor Cores. Our primary goal is



Fig. 3. Overview of TensorDynamic’s static and dynamic workflows. The diagram illustrates the execution flow, highlighting how Frequency-Guided Sampling
selects kernels within specific layers, Multi-Injection aggregates faults, and Thread-Level Targeting isolates specific threads for precise error injection.

TABLE I
COMPARISON BETWEEN DYNAMIC AND STATIC FAULT INJECTION FLOWS

IN TENSORDYNAMIC.

Feature Dynamic Flow Static Flow

Profiling Online
(Runtime identification)

Offline
(Full enumeration)

Execution Single-pass
(Inject immediately)

Two-pass
(Profile → Inject)

Targeting Implicit
(First N available threads)

Precise
(User-controlled random-
ization)

Profile–Injection
Misalignment

None
(Single-pass guarantee)

Possible
(Due to potential schedul-
ing non-determinism)

Overhead Low (No storage or pre-
run needed)

High (Storage and multi-
pass latency)

to enable large-scale experiments on physical GPU hardware
while maintaining the high fidelity of SASS-level corruption.
To achieve this, the framework is built around four core design
objectives and capabilities:

• Frequency-Guided Kernel Sampling: To account for
the highly repetitive nature of CNN inference, we imple-
ment a boundary-based selection strategy. By partitioning
the execution timeline into user-defined intervals, the
strategy ensures balanced coverage across diverse kernel
behaviors, avoiding redundant analysis of identical exe-
cution phases while performing selection entirely online.

• Multi-Injection Execution: In contrast to standard
methodologies that restrict analysis to a single fault per
trial, we aggregate multiple injection events into one
execution. This aggregation overcomes the latency of
repetitive CNN inference runs, thereby accelerating the
observation of statistically significant error propagation.

• Thread-Level Fault Targeting: To better reflect Tensor
Core execution behavior, the injector targets individual
threads, enabling observation of HMMA accumulation

effects that are not visible at coarser abstraction levels.
• Dynamic Single-Pass Injection: To facilitate end-to-

end reliability analysis and avoid kernel replays between
profiling and injection phases, TensorDynamic performs
profiling and fault injection within a single execution
pass.

B. Frequency-Guided Kernel Sampling

CNN inference is characterized by the highly repetitive
execution of Tensor Core kernels across numerous layers and
batches. Due to this repetition, a naive random fault injec-
tion strategy is statistically inefficient: it risks oversampling
the most frequent kernels (producing redundant data) while
potentially missing rare but critical operations. To ensure
balanced coverage, TensorDynamic implements a frequency-
guided sampling strategy. Instead of selecting instructions
purely at random, the framework partitions the execution
timeline into distinct frequency segments. The injector can
therefore distribute faults evenly across different types of
kernel behavior, preventing the analysis from being dominated
by the most repetitive operations.

To implement this, users define execution segments via a
configuration file containing closed intervals of kernel invoca-
tion indices (e.g., [0, 100], [101, 200]), as illustrated in Figure
3. These intervals serve as temporal masks, allowing users
to map contiguous regions of execution to specific semantic
units, such as individual layers, batches, or custom phases.
Typically, users derive these boundaries by first using the
PyTorch profiler to correlate kernel invocation order with the
model’s high-level structure, and then partitioning the timeline
into meaningful bins.

At runtime, TensorDynamic monitors kernel launches
against these defined boundaries. When a kernel’s invocation
index falls within a targeted range, the tool identifies it as
a valid candidate for HMMA profiling and injection. This
approach performs sampling entirely online, eliminating the
significant storage and processing overhead associated with
offline trace collection or static binary analysis. By enforcing



this frequency-guided selection, the framework ensures that
fault injection campaigns achieve balanced coverage across
diverse execution behaviors while avoiding redundant analysis
of statistically identical operations.

C. Multi-Injection Execution Model

TensorDynamic employs a multi-injection execution model,
enabling a single workload run to support multiple indepen-
dent fault injection events at distinct dynamic execution points.
This design addresses the efficiency bottlenecks inherent in
CNN inference workloads, where the high latency of individ-
ual runs makes traditional ”one-fault-per-run” campaigns pro-
hibitively expensive. By aggregating multiple injections into
a single execution, TensorDynamic significantly reduces total
experimental runtime while generating statistically significant
data on model-level degradation.

In this model, the targeted HMMA instruction occurrences
and the thread count N are specified via configuration pa-
rameters. During execution, the framework tracks the selected
HMMA instruction positions within each kernel invocation
and injects faults into the first N dynamic thread instances
observed for each targeted instruction. This online first-N se-
lection is used because the instrumentation tool does not know
the full set of executing threads or their exact block/thread
coordinates before kernel execution, so direct selection of
specific threads is not practical at runtime. Since GPU thread
scheduling is non-deterministic, capturing the first N available
threads inherently captures a randomized subset of physical
hardware threads across different runs. For users requiring
exact target control, TensorDynamic also provides a higher-
overhead static workflow based on offline profiling.

Once selected, faults are immediately injected into the
destination registers of these N targeted instances, while all
subsequent or non-targeted instructions proceed unmodified.
This approach ensures instruction-level isolation, as faults
are applied to specific, discrete destination registers that
do not structurally interfere with the execution pipeline of
neighboring threads. For faults injected across different input
samples, errors affecting one sample do not propagate to others
because each sample is classified independently. However, if
users inject faults into multiple layers, error propagation is
an intentional feature for modeling cumulative degradation.
Consequently, TensorDynamic enables the efficient accumula-
tion of fault effects within a single inference pass, exposing
observable accuracy shifts without the overhead of repetitive
single-fault trials.

D. Thread-level Fault Targeting

Existing fault injection frameworks vary in the granularity
and mechanism used to choose injection targets. For Tensor
Core HMMA operations, TensorDynamic supports thread-
level fault targeting, allowing faults to be injected into des-
tination registers associated with individual thread instances.
This design is intended to better approximate perturbations to
individual output elements and enables element-level sensitiv-
ity analysis, revealing fine-grained failure behavior.

E. Dynamic Single-Pass Injection

Existing fault injection tools like NVBitFI [33] and
MPGemmFI [9] operate in a two-phase execution model,
where a profiling run enumerates dynamic instructions and
identifies target points, followed by multiple separate injec-
tion runs that perturb one chosen dynamic event at a time.
While effective for general workloads, two-phase designs are
problematic for Tensor Core kernels invoked by deep learn-
ing frameworks: the dynamic instruction stream and kernel
execution order may differ across runs due to optimization
and algorithm changes. As a result, offline profiles may not
reflect the exact dynamic instance at injection time, leading
to mismatches in instruction index and incorrect instruction
positions, and eventually causing unsuccessful error injection
or injection into unexpected places.

TensorDynamic adopts a single-pass execution model,
where profiling and injection occur within the same kernel ex-
ecution. The tool instruments both pre- and post-HMMA call-
backs and transitions between profiling and injection modes
once the selected dynamic instruction is reached. TensorDy-
namic therefore avoids trace storage, eliminates mismatches
between profiling and injection runs, and ensures the injected
fault corresponds to the exact instruction instance observed at
runtime. Combined, TensorDynamic gathers dynamic kernel
frequency information and performs multi-injection during the
same execution to avoid errors arising from evolving kernel
configurations. Algorithm 1 summarizes the runtime workflow
of TensorDynamic.

F. Fault model

TensorDynamic provides two fault models, both inspired
by hardware-level fault mechanisms in modern accelerators
and fully parameterized at runtime. First, the tool supports
a single bitflip: one selected bit in the 32-bit destination
register of an HMMA instruction is inverted. The second fault
model is error multiplication, which abstracts the effect of
large-magnitude perturbations that arise when faults hit high-
order bits. Prior work [36] shows that faults near the MSB
dominate SDC outcomes because they introduce exponentially
larger deviations. Instead of flipping multiple high-order bits,
TensorDynamic directly multiplies the destination register by a
user-defined scaling factor, allowing controlled exploration of
extreme positive or negative deviations. Both injection modes
operate at the instruction level and directly modify Tensor Core
outputs, enabling a continuous range of perturbation magni-
tudes and controlled sensitivity analysis of CNN inference.

TensorDynamic injects faults into the destination register
values of HMMA instructions, modeling errors that may occur
during operand reads or during the Tensor Core computation.
We assume that the register file contents are correct before
execution; that is, our fault model targets transient errors
within the Tensor Core pipeline rather than storage-level
corruption. Extending the fault model to cover register file
or SRAM faults is straightforward in principle. Still, since our
focus is on modeling faults in Tensor Core execution, we do
not provide this capability in the current implementation.



Algorithm 1 TensorDynamic Runtime Execution Flow
Parameters:

• Boundary intervals B (user-defined via profiling)
• Target kernel k (the k-th HMMA kernel launch in each

interval)
• Target HMMA instruction set H
• Thread count N (number of injected threads per in-

struction)
• Fault model m ∈ {BITFLIP, ERRORMULT}

for all kernel launch with ID kid do
{Frequency-Guided Sampling}
if kid ∈ Bi and is the targeted k-th kernel in Bi then

{Multi-Injection: |H| ×N faults per kernel}
for all HMMA site h ∈ H do

{Thread-level Profiling}
Th ← Sample N active threads
executing instruction h
{Thread-level Injection}
for all thread t ∈ Th do

Apply BITFLIP or ERRORMULT
to destination register

end for
end for

end if
end for

Dynamic
Single-Pass
Injection

G. Static profiling and injection

TensorDynamic also provides a static two-phase workflow
for users who need deterministic, repeatable fault experi-
ments, following the classical NVBitFI [33] structure. The
tensor_profile tool runs the program once to record
all HMMA instruction instances. It produces a user-selected
target list (by explicit specification of kernel ID, instruction
ID, block/thread coordinates). The tensor_injector then
replays the program and injects faults only at those recorded
points. By separating profiling and injection, this workflow
provides stable reproducibility. Once a target list is produced,
the same execution points can be perturbed repeatedly un-
der different fault models or parameter settings, enabling
controlled comparisons across injections without relying on
runtime sampling.

V. EXPERIMENT SETUP

To systematically study the impact of fault injection abstrac-
tion on deep learning inference, we explore a design space
defined by model architecture, fault characterization, injection
granularity, and evaluation workloads. Our goal is to enable
controlled comparison between software-level and hardware-
level fault injection while minimizing confounding factors.

A. Models, Datasets, and Metrics

We evaluate a diverse set of convolutional neural network
architectures that vary in depth, structural complexity, and

TABLE II
DNN MODELS AND DATASETS USED IN THE EVALUATION.

Model Task Dataset Batch Size
ResNet20 Image Classification CIFAR-100 100
ShuffleNetV2 Image Classification CIFAR-100 100
MobileNetV2 Image Classification CIFAR-100 100
YOLOv9 Object Detection MS COCO 2

application domain. Specifically, we consider ResNet20 [15],
ShuffleNetV2 [20] and MobileNetV2 [28], [5] for image
classification, and YOLOv9 [35], [4] for object detection,
as summarized in Table II. ResNet20, ShuffleNetV2 and
MobileNetV2 [5] are evaluated on the CIFAR-100 dataset,
and YOLOv9 [35], [4] is evaluated with the selected images
from MS COCO validation set (val2017). For classification
tasks, we report top-1 accuracy over the full evaluation dataset,
while for object detection, we report mean Average Precision
(mAP). All experiments are conducted in inference mode with
fixed model parameters, inputs, and batch sizes to reduce
nondeterminism.

B. Hardware Platform

All experiments are performed on an NVIDIA A100 GPU
based on the Ampere architecture (SM80) with NVBit ver-
sion 1.7.6. We focus exclusively on transient faults affecting
Tensor Core–accelerated MMA execution and assume that
ECC protects memory systems and register files. This setup
enables focused study of transient faults affecting Tensor
Core execution, minimizing the impact of other architectural
components.

C. Fault Injection Methodology

Fault characteristics are explored along two dimensions:
injection intensity and fault severity. Injection intensity is con-
trolled by varying the number of injected faults per inference
run, allowing us to study the effects of cumulative corruption.
Fault severity is varied using different error factors, including
value perturbations and targeted bitflips. In particular, we
focus on bitflips in higher-order exponent bits of floating-point
values, which are known to induce large numerical deviations
and are representative of severe transient computational faults.

We compare two fault injection abstractions. At the applica-
tion level, faults are injected by directly modifying intermedi-
ate tensors produced by PyTorch operators, modeling corrup-
tion at operator boundaries. We use both PyTorchFI [21] and
MRFI [17] to modify selected output tensor elements of the
target layers. Consistent with the neuron-perturbation method
used in PyTorchFI, these runtime injections are implemented
through hook-based instrumentation, perturbing layer output
activation values at user-specified locations.

At the instruction level, we use TensorDynamic to inject
faults into the destination registers of dynamic Tensor Core
HMMA instructions at the SASS level, modeling transient
faults during execution. To compare the two levels, we ap-
proximate layer-to-kernel correspondence by selecting kernels
and application-level convolutional layers at similar relative



TABLE III
AVERAGE FAULT OBSERVABILITY AND NUMERICAL IMPACT UNDER

HARDWARE-LEVEL TENSOR CORE FAULT INJECTION.

Metric Convolution GEMM
Total output elements 1,638,400 1,638,400
Average insertion rate (%) 0.169 0.169
Observability (%) 85.2 100.2
Mean Squared Error 0.051 7.206
Mean Abs. Mult. Scale 1.160 1.423

positions within each boundary interval, and inject faults at the
corresponding targets in that interval. We also enforce matched
fault injection parameters (e.g., error count, corruption multi-
plier, and target bit position for the bitflip fault model) across
all tools to ensure a fair comparison.

D. Operator-Level Characterization

In addition to end-to-end inference evaluation, we instru-
ment hardware-level experiments to record the fraction of
zero-valued destination registers for all HMMA instructions
after instruction completion. This measurement characterizes
the sparsity and value distribution of thread-level HMMA
outputs and provides insight into how injected faults interact
with underlying execution behavior.

Finally, we use simple matrix-multiplication and convo-
lution workloads rather than full neural networks to study
fault propagation in isolation. By injecting errors only into
standalone matrix and convolution computations at both the
PyTorch and SASS levels, we avoid interference from complex
network layers and control logic. This decoupling allows us to
directly observe how injected errors affect numerical outputs
in simple computations and compare this behavior with error
propagation in full models.

VI. EVALUATION

A. End-to-End Accuracy Trends Across Injection Methods

Figure 4 presents end-to-end inference accuracy under
increasing fault injection counts for all evaluated models,
comparing instruction-level SASS injection (TensorDynamic)
against application-level tensor perturbation (PyTorchFI [21]
and MRFI [17]). We use the layer-to-kernel correspondence
methodology described in Section V to align application-
level and instruction-level injection sites. For each boundary
interval, the fault count N ∈ {10, 50, 100, 500, 1000} and
corruption multiplier α ∈ {10, 50, 100, 1000} are swept iden-
tically across TensorDynamic and the application-level fault
injection frameworks. For the bitflip model, the injected bit
position is fixed at bit 30 across all tools, corresponding to
the most significant exponent bit of the FP32 value, so that
each injected fault produces a large numerical perturbation.

Across four models and two fault modes, we observe a
consistent pattern: instruction-level injection generally results
in smaller accuracy degradation than application-level injec-
tion at comparable injection counts and fault severity, and the
discrepancy grows as the number of injected faults and the
error magnitude increase. This result suggests that tensor-level

perturbations introduce stronger effective disturbances than
transient instruction-level faults during hardware execution.
Consequently, application-level fault injection methods tend
to overestimate model vulnerability relative to instruction-level
fault injection, particularly as the number of injected faults per
inference increases.

To further investigate the disparity between application-
level and instruction-level fault injection, we progressively
increase the number of injected faults at the SASS level to
induce comparable model degradation. In our experiments, the
application-level baseline corresponds to injecting 500 errors
with an error multiplication factor of 1000, which is sufficient
to produce substantial accuracy degradation. In contrast, as
shown in Figure 5, SASS-level injection requires considerably
more fault events to achieve a similar end-to-end impact.
Across all four evaluated models, approaching the effect of
application-level injection typically requires increasing the
error count by 20×–200×, often accompanied by an addi-
tional error-magnitude amplification of 10×–100×. Notably,
for MobileNetV2 [28], even this level of amplification is often
insufficient to fully match the degradation observed under
application-level injection. As a result, achieving comparable
model-level impact at the hardware level requires substantially
more aggressive fault injection.

B. Results of Operator-Level Characterization

At the operator level, analysis of Tensor Core HMMA des-
tination registers reveals moderate sparsity in post-execution
values, with a non-trivial fraction of registers evaluating to
zero. As shown in Fig 6, the x-axis denotes the fraction of
destination registers that evaluate to zero for each Tensor
Core kernel, while the y-axis reports the number of kernel
invocations falling into each sparsity bin. The resulting dis-
tribution shows that most kernels produce relatively dense
outputs, with many kernels exhibiting only 0–10% of destina-
tion registers set to 0, while others exhibit moderately higher
sparsity levels. Averaged across all kernels, destination-register
sparsity ranges from 8.3% to 14.8% across different models.
Although the overall sparsity is moderate, the presence of
zero-valued destination registers introduces opportunities for
fault masking. A single bitflip on a zero-valued register can
introduce a perturbation with a maximum absolute value of
2.0 in both FP16 and FP32, achieved by flipping the most
significant exponent bit. Small perturbations like this can be
masked by subsequent computation. As a result, such errors
are less likely to propagate to final outputs, reducing fault
observability in Tensor Core–accelerated workloads.

To isolate fault propagation mechanisms, we evaluate stan-
dalone Tensor Core-accelerated convolution computation and
matrix multiplication (GEMM) workloads under identical
hardware-level fault injection configurations. Both workloads
produce output tensors of 1,638,400 elements, enabling direct
comparison. Faults are injected into Tensor Core MMA des-
tination registers, with the number of injected events swept
across 10, 100, 500, 1,000, 5,000, and 10,000, corresponding
to insertion rates ranging from 6.1 × 10−6 to 6.1 × 10−3.
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Fig. 4. Fault injection analysis across four deep learning models (ResNet20, ShuffleNetV2, MobileNetV2, and YOLOv9) comparing three fault injection
methods: TensorDynamic, PyTorchFI, and MRFI.
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Fig. 5. Accuracy and mAP degradation under increasing instruction-level
fault injection intensity across four models. The dashed red line shows the
application-level injection baseline (PyTorchFI: 500 errors, magnitude 1000).

Injected faults are modeled by scaling the affected destination
register values by 50×. For each configuration, we measure
the observability (defined as the ratio of changed outputs
to injected events), the mean squared error (MSE) over the
full output tensor, and the mean absolute multiplicative scale
factor, defined as the absolute ratio between corrupted and
golden output values, to capture how these large-magnitude
perturbations propagate to architectural outputs.

As summarized in Table III, GEMM exhibits very high fault
observability, with an average observability of 100.2%, indi-
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Fig. 6. Distribution of zero-valued Tensor Core MMA destination registers
across CNN architectures. The x-axis shows the fraction of destination
registers that are zero per Tensor Core kernel, and the y-axis shows the number
of Tensor Core kernel invocations in each bin.

cating that some injected faults propagate to multiple output
elements. In contrast, convolution shows reduced observability
of 85.2%, indicating that approximately 15% of injected
faults are masked before reaching the architectural output.
Moreover, GEMM experiences substantially higher numerical
impact: the average MSE is significantly larger, and the mean
absolute multiplicative scale factor is consistently higher than
those observed for convolution. Overall, these averaged results



TABLE IV
SUMMARY OF RELATED TOOLS.

Work Batch-level
injection

Layer-level
injection

Instr-level
injection

Thread-level
injection

PyTorchFI [21] G# ✓ ✗ ✗

MRFI [17] G# ✓ ✗ ✗

SASSIFI* [14] ✗ ✗ ✓ ✓

NVBitFI [33] ✗ ✗ ✓ ✓

MPGemmFI [9] ✗ ✗ ✓ ✓

TensorDynamic (ours) ✓ ✓ ✓ ✓

*Deprecated; lack of support for Tensor Cores
Legend: ✓ native; G# partial/indirect; ✗ not the focus.

reinforce that operator structure fundamentally governs both
the observability and severity of hardware-level faults—effects
that software-level fault injection models do not capture.

VII. RELATED WORK

Research on DNN reliability commonly relies on physical
experiments [29], [30], such as neutron beam testing, as
well as software-based fault injection to derive fault models
[26], [27]. Prior characterization studies have explored fault
behaviors across different system layers [13], [16], [36]. While
these efforts provide valuable insights, existing cross-layer
and microarchitectural approaches often lack the fine-grained
control necessary to analyze the complex execution behavior
of Tensor Cores.

Fault injection frameworks span multiple abstraction lev-
els, ranging from high-level software-based perturbation, to
intermediate representations such as IR-level injection, and
low-level injection at the assembly- or instruction-level [3]
[22]. Application-level fault injection [21], [17] offers high
throughput but sacrifices accuracy, frequently overestimating
vulnerability compared to hardware-aware, instruction-level
injection [8], [23]. Tools such as SASSIFI [14] and NVBitFI
[33] leverage binary instrumentation to enable low-level fault
injection. However, they struggle to associate injected faults
with high-level application semantics. Moreover, most existing
tools inject only a single fault per execution, limiting their
ability to capture realistic and complex failure scenarios.
Table IV summarizes the differences.

Specialized accelerators, such as Tensor Cores, introduce
additional reliability challenges due to mixed-precision arith-
metic and limited ECC coverage. While prior work has ex-
amined the impact of faults on specific matrix operations [2],
[9], there is still no dedicated tool that directly injects faults
into HMMA instructions while preserving the high-level DNN
context. Our work addresses this gap by enabling targeted fault
injection at the HMMA instruction level, enabling precise,
context-aware reliability analysis of Tensor Core execution.

VIII. CONCLUSION

In this work, we demonstrated that the choice of fault
injection abstraction fundamentally alters the observed relia-
bility profile of GPU-accelerated deep learning workloads. By

comparing TensorDynamic against application-level method-
ologies (PyTorchFI, MRFI), we revealed that high-level tensor
perturbations consistently overestimate model vulnerability.
This divergence stems from the inability of application-level
models to capture critical microarchitectural masking effects,
specifically the sparsity of Tensor Core destination registers
and the distinct error propagation dynamics between convolu-
tion and GEMM operations. Consequently, relying solely on
software-level abstractions risks generating misleading failure
characterizations that may lead to inefficient or unsafe system
designs. Our findings underscore the need for fine-grained,
instruction-level analysis to address realistic fault scenarios in
safety-critical environments.
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APPENDIX

A. Abstract

This artifact appendix describes how to set up Tensor-
Dynamic and provides scripts and instructions to reproduce
the key results presented in the paper. TensorDynamic is an
application-aware, instruction-level fault injection framework
for NVIDIA Tensor Cores. The artifact includes all necessary
steps and configurations to reproduce the results shown in
Table 3, Figure 4, Figure 5, and Figure 6. The full repository
is publicly available at https://github.com/gthparch/Te
nsorDynamic AE, and an archived version is available at
https://doi.org/10.5281/zenodo.18919761.

B. Artifact check-list (meta-information)
• Algorithm: Instruction-level fault injection via NVBit dynamic

binary instrumentation targeting HMMA instructions.
• Compilation: GCC 12.3.0, CUDA 12.6.1.
• Data set: CIFAR-100 and a subset of COCO val2017.
• Run-time environment: Linux x86-64, Python 3.10 (Conda).
• Hardware: NVIDIA A100 GPU. Other NVIDIA GPUs may

also be used; however, differences in ISA and microarchitecture
across GPU generations can lead to substantially different fault
injection results, so an A100 is strongly recommended for
reproducing the reported numbers.

• Metrics: Top-1 accuracy (%) for CIFAR-100 models; mAP50
for YOLOv9.

• Output: CSV summary files and plots reproducing Table 3 and
Figures 4–6.

• How much disk space required (approximately)?: ∼20 GB
total

• How much time is needed to prepare workflow (approxi-
mately)?: ∼ 1 hour

• How much time is needed to complete experiments (approx-
imately)?: ∼ 30-35 hours

• Publicly available?: Yes.
• Workflow automation framework used?: Bash shell scripts.
• Archived (provide DOI)?: https://doi.org/10.5281/zenodo.189

19761

C. Description

1) How to access: The artifact is publicly available on
GitHub at https://github.com/gthparch/TensorDynamic AE
and Zenodo at https://doi.org/10.5281/zenodo.18919761.

2) Hardware dependencies: Experiments in the paper were
conducted on an NVIDIA A100 GPU. Other NVIDIA GPUs
with Tensor Core support may run the artifact, but differences
in ISA and microarchitecture across GPU generations can lead
to substantially different fault injection results.

3) Software dependencies: Linux x86-64, CUDA 12.6.1,
GCC 12.3.0, Conda (Miniconda or Anaconda), and
Python 3.10. All required Python packages are specified in
requirements.txt.

4) Data sets: CIFAR-100 is downloaded automatically by
torchvision during the first run. A small subset of COCO
val2017 (20 images) and YOLOv9 weights are downloaded
using setup_yolo.sh.

5) Models: The artifact evaluates three CIFAR-100 classi-
fication models (ResNet-20, MobileNetV2, and ShuffleNetV2)
and one object detection model (YOLOv9). Pretrained model
weights are downloaded automatically during setup.

D. Installation

Follow the steps below from the TensorDynamic/ direc-
tory.

1. Download and extract NVBit 1.7.6, then clone this
repo:

$ wget https://github.com/NVlabs/NVBit/\
releases/download/v1.7.6/\
nvbit-Linux-x86_64-1.7.6.tar.bz2
$ tar xvfj nvbit-Linux-x86_64-1.7.6.tar.bz2
$ cd nvbit_release_x86_64
$ git clone https://github.com/gthparch/\
TensorDynamic_AE
$ cd TensorDynamic

2. Create conda environment and install dependencies
(∼10 min):

$ conda create -n myenv python=3.10 pip -y
$ conda activate myenv
$ pip install -r requirements.txt

3. Set up YOLOv9 repository, weights, and dataset (∼10
min):

$ bash setup_yolo.sh

E. Experiment workflow

All experiments are run from the TensorDynamic/ direc-
tory using self-contained Bash scripts. Each script performs
compilation (if needed), model inference, fault injection, result
parsing, and plotting. Table 3 and Figures 4–6 can be re-
produced independently by running the corresponding scripts
described below.

F. Evaluation and expected results

Because fault injection is inherently stochastic, reproduced
results may differ slightly from those reported in the paper.
However, the overall patterns and trends should closely match.

Boundary files defining the kernel ranges for each evaluated
model are included in the repository. Since BOUNDARY_PATH is
a user-defined parameter in TensorDynamic, these files allow
the artifact to run using the same kernel ranges as in the paper.

Figure 6 — HMMA Register Sparsity (∼1 h)
Recommended first step to verify the environment before

running longer sweeps.

$ bash figure6/figure6.sh

Output is saved to figure6/reg_dist_plots/

combined_sparsity_dest_zero_4panel.pdf,
corresponding to Figure 6 in the paper.

Table 3 — Fault Injection Observability (∼3 h)

$ bash table3/table3.sh

https://github.com/gthparch/TensorDynamic_AE
https://github.com/gthparch/TensorDynamic_AE
https://doi.org/10.5281/zenodo.18919761
https://doi.org/10.5281/zenodo.18919761
https://doi.org/10.5281/zenodo.18919761
https://github.com/gthparch/TensorDynamic_AE
https://doi.org/10.5281/zenodo.18919761


Output is saved to table3/results/table3_summary.csv,
corresponding to Table 3 in the paper.

Figure 4 — Accuracy Comparison Across Fault Injection Meth-
ods (∼16–17 h)

$ bash figure4/figure4.sh

Alternatively, run the steps separately:

$ bash figure4/sweep_pytorchfi_mrfi.sh
$ bash figure4/sweep_tensordynamic.sh
$ bash figure4/plot_results.sh

Output is saved to figure4/plots/eight_plots.pdf,
corresponding to Figure 4 in the paper.

Figure 5 — Instruction-Level Fault Injection Scaling (∼8 h)

$ bash figure5/figure5.sh

Alternatively, run the steps separately:

$ bash figure5/sweep_baseline.sh
$ bash figure5/plot_figure5.sh

Output is saved to figure5/plots/nine_point_plot.pdf,
corresponding to Figure 5 in the paper.

G. Experiment customization
TensorDynamic is configured at runtime through environ-

ment variables, eliminating the need for recompilation between
experiments.

• INJECTION_MODE: 0=single bit-flip, 1=FP16 multipli-
cation, 2=FP32 multiplication

• NUM_THREADS_RECORD: number of HMMA thread
executions to profile and inject per kernel

• CORRUPT_MULT_F32: corruption multiplier applied as
FP32 to the full 32-bit register (mode 2 only)

• CORRUPT_MULT_LOW / CORRUPT_MULT_HIGH: mul-
tipliers for low and high FP16 halves of each register
(mode 1 only)

• BIT_POSITION: bit index to flip in mode 0, range 0–31
(mode 0 only)

• TARGET_KERNEL_POS: which HMMA kernel within a
frequency range to inject

• TARGET_INSTR_LIST: comma-separated 1-indexed
HMMA instruction positions to inject, e.g. "1,3,5"

• BOUNDARY_PATH: path to the boundary file defining
kernel ID ranges for one forward pass

Example command using FP32 multiplication injection
mode:

NUM_THREADS_RECORD=500 INJECTION_MODE=2 \
CORRUPT_MULT_F32=1000 TARGET_KERNEL_POS=1 \
TARGET_INSTR_LIST=1,3 \
BOUNDARY_PATH=<path_to_boundary_file> \
LD_PRELOAD=tensor_dynamic/tensor_dynamic.so \
python3 <evaluation_script>.py

H. Methodology

Submission, reviewing and badging methodology:
• https://ieeexplore.ieee.org/Xplorehelp/overview-of-iee

e-xplore/about-content#reproducibility-badges
• https://www.acm.org/publications/policies/artifact-revie

w-and-badging-current
• https://ctuning.org/ae

https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-content#reproducibility-badges
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-content#reproducibility-badges
https://www.acm.org/publications/policies/artifact-review-and-badging-current
https://www.acm.org/publications/policies/artifact-review-and-badging-current
https://ctuning.org/ae
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